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DETAILED ACTION 

Response to Amendment 

1. Applicant's amendment filed 08 May 2008 amends claims 20, 22, 24, 26. Applicant's 
amendment has been fully considered and entered. 

Election/Restrictions 

2. This application contains claims 18, 19, 24, 25, and 30 drawn to an invention nonelected 
with traverse in the reply filed on 04 January 2008. A complete reply to the final rejection must 
include cancellation of nonelected claims or other appropriate action (37 CFR 1.144) See MPEP 
§ 821.01. 

Response to Arguments 

3. Applicant argues, "Independent computer readable medium claims have been amended to 
recite tangible computer readable mediums so the objection to the specification is believed to be 
overcome." This argument is not persuasive because "tangible computer readable medium" is not 
found to have proper antecedent basis in the specification. It is necessary to use this terminology 
in order to properly define the claim within the boundaries of statutory subject matter. In order to 
overcome the objection, an amendment to the specification is necessary constituting a non- 
exhaustive statement of what the phrase "tangible computer readable medium" would be as it 
would have been known to one of ordinary skill in the art at the time of the invention, in order to 
verify that the term "tangible computer readable medium," could not be taken in the context of 
non- statutory subject matter. 

4. Applicant argues, "Wiser in view of Parenty fails to teach or suggest receiving a shared 
secret via an insecure channel. . .Wiser discloses a client transmits a credit card number using 
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SSL v3 . . . SSL is a secure channel and not an insecure channel" This argument is not persuasive 
because SSL is not a channel. SSL is a protocol. Wiser discloses an online music distribution 
system wherein a client transmits encrypted user information (i.e. credit card number), over the 
Internet using SSL v3. The Internet is an insecure channel. 

5. In response to applicant's arguments against the references individually, one cannot show 
nonobviousness by attacking references individually where the rejections are based on 
combinations of references. See In re Keller, 642 F.2d 413, 208 USPQ 871 (CCPA 1981); In re 
Merck & Co., 800 F.2d 1091, 231 USPQ 375 (Fed. Cir. 1986). 

6. Applicant's argument that the prior art does not disclose prompting the user to accept 
terms of download and decryption of encryption content after the encrypted content has been 
downloaded has been fully considered and are persuasive. Therefore, the rejection has been 
withdrawn. However, upon further consideration, a new ground(s) of rejection is made in view 
of Katayama, U.S. Publication No. 2002/0027994. 

Specification 

7. The specification is objected to as failing to provide proper antecedent basis for the 
claimed subject matter. See 37 CFR 1.75(d)(1) andMPEP § 608.01(o). Correction of the 
following is required: The phrase "tangible computer readable medium," is not found to have 
proper antecedent basis in the specification, however it is necessary to use this terminology in 
order to properly define the claim within the boundaries of statutory subject matter. In order to 
overcome the objection, an amendment to the specification is necessary constituting a non- 
exhaustive statement of what the phrase "tangible computer readable medium" would be as it 
would have been known to one of ordinary skill in the art at the time of the invention, in order to 
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verify that the term "tangible computer readable medium," could not be taken in the context of 
non- statutory subject matter. 

Claim Rejections - 35 USC § 103 

8. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

9. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459 
(1966), that are applied for establishing a background for determining obviousness under 35 
U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ord3inary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating obviousness 
or nonobviousness. 

10. Claims 1-17, 21-23, 27-29 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Wiser, U.S. Patent No. 6,385,596, in view of Parenty, U.S. Publication No. 2002/0064283. 
Referring to claim 1, 3, 4, 21-23, 27-29, Wiser discloses an online music distribution system 
wherein a client transmits encrypted user information (i.e. credit card number), over the Internet 
using SSL v3, to a media licensing center enable purchasing of media content (Col. 13, lines 16- 
27 & Col. 16, lines 53-65), which meets the limitation of receiving from a device via an insecure 
communications channel at least one shared secret in encoded form that functions as an identifier 
of the device, the shared secret identifies a user, the shared secret is a credit card number. The 
user presents the content manager with a purchase voucher and if verified, the content manager 
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sends the content key and encrypted content to the client (Col. 19, lines 15-38), which meets the 
limitation of transmitting encrypted content via the insecure communications channel from a 
content server to the device, receiving a confirmation authorizing release of a decryption key, 
and sending the decryption key for decryption of the encrypted content, send the decryption key 
for decrypting the transmitted encrypted file for which the payment confirmation has been 
received, the confirmation is sent upon payment by a user of the device for the downloaded 
content. Wiser does not specify that the media licensing center/merchant server transmits the 
credit card information to the payment processor over a secure channel. However, it would have 
been obvious to one of ordinary skill in the art at the time the invention was made for the 
elements of Figure IB of Wiser to be connected using communications channels secured with 
physical protection measures in order to provide a means for communication sensitive 
information without having to utilize encryption techniques as taught by Parenty ([0033]). Figure 
IB shows a content server, a point of sale terminal, and a payment server. Figure 1A shows one 
or more remote devices. 

Referring to claim 2, Wiser discloses that the user presents the content manager with a 
purchase voucher and if verified, the content manager sends the content key and encrypted 
content to the client (Col. 19, lines 15-38), which meets the limitation of the confirmation is 
based on payment for the transmitted encrypted content. 

Referring to claim 5, Wiser discloses that after transmission of the media content, which 
includes the media key, has completed, a notification is sent from the delivery system to the 
content manager (Col. 19, lines 44-49). Wiser does not disclose that the client sends a 
notification to the delivery system acknowledging completion of the media content download. 
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However, Examiner takes OFFICIAL NOTICE that it is well known to those of ordinary skill in 
the art at the time the invention was made that when a download has complete, a notification is 
sent to acknowledge the download completion. 

Referring to claim 6, Wiser discloses that the encrypted media/media key is sent via the 
Internet (Figure 9BA, 960), which meets the limitation of the decryption key is sent to the device 
via the insecure communication channel. 

Referring to claim 7, Wiser discloses that the media key is sent to the delivery system 
from the content manager (Figure 9BA, 954). Wiser does not specify that the content manager 
and the delivery system are connected via a secure channel. However, it would have been 
obvious to one of ordinary skill in the art at the time the invention was made for the elements of 
Figure IB of Wiser to be connected using communications channels secured with physical 
protection measures in order to provide a means for communication sensitive information 
without having to utilize encryption techniques as taught by Parenty ([0033]). 

Referring to claim 8, Wiser discloses that the client transmits a randomly generated 
receipt to a delivery system (Figure 9BA, 948 & Col. 8, lines 32-34), which meets the limitation 
of receiving a random plaintext from the device. 

Referring to claim 9, Wiser discloses utilization of SSL v3 (Col. 6, lines 15-23). 
Examiner takes OFFICIAL NOTICE that it is well known in the art that SSL v3 utilizes shared 
secrets encoded by a hash function of a combination of the shared secret and the random plain 
text as claimed. 

Referring to claim 10, Wiser discloses that the content key is encrypted (Figure 9BA, 
954), which meets the limitation of encrypting the decryption key before sending it to the device. 
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Referring to claim 1 1 , Wiser discloses that the user presents the content manager with a 
purchase voucher and if verified, the content manager sends the content key and encrypted 
content to the client using SSL v3 (Col. 6, lines 15-23 & Col. 19, lines 15-38), which meets the 
limitation of the decryption key is encrypted using at least the shared secret, and optionally, the 
random plaintext secret because SSL v3 utilizes the shared secret and random numbers to 
generate keys used for encrypting/decrypting transmissions. 

Referring to claims 12, 14, Wiser discloses that after transmission of the media content, 
which includes the media key, has completed, a notification is sent from the delivery system to 
the content manager (Col. 19, lines 44-49). Wiser does not disclose that the client sends a 
notification to the delivery system acknowledging completion of the media content download. 
However, Examiner takes OFFICIAL NOTICE that it is well known to those of ordinary skill in 
the art at the time the invention was made that when a download has complete, a notification is 
sent to acknowledge the download completion. 

Referring to claims 13, 15, Wiser discloses utilization of SSL v3 (Col. 6, lines 15-23), 
therefore all transmissions would be protected using the SSL protocol which utilizes MD5 
checksums for message authentication codes, which meets the limitation of the content download 
confirmation value is based on an MD5 checksum, receiving a random plaintext from the device, 
receiving a hash of the shared secret and the random plaintext for each shared secret, computing 
a hash of the shared secret with the random plaintext to produce a cyphertext for each shared 
secret, comparing the cyphertext to each of the received hash of each of the shared secrets, and in 
the case of a match, identifying the corresponding transmitted encoded content, encoding a 
content download confirmation value for the transmitted encoded content using the shared secret, 
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and comparing the computed content download confirmation value to the received content 
download confirmation value to verify a complete content download. 

Referring to claim 16, Wiser discloses that the client can receive the content prior to 
purchasing (Col. 16, lines 4-40), which meets the limitation of after verification of the complete 
content download, causing a prompt to be sent to a user of the device to purchase the 
downloaded content, and receiving a confirmation of receipt of payment. 

Referring to claim 17, Wiser discloses that the content is encrypted prior to being 
downloaded (Col. 19, lines 15-38), which meets the limitation of content stored in the content 
server is encrypted prior to a start of a download process. 

1 1 . Claims 20, 26 are rejected under 35 U.S.C. 103(a) as being unpatentable over Wiser, U.S. 
Patent No. 6,385,596, in view of Parenty, U.S. Publication No. 2002/0064283, and further in 
view of Katayama, U.S. Publication No. 2002/0027994. Referring to claims 20, 26, Wiser 
discloses an online music distribution system wherein a client transmits encrypted user 
information (i.e. credit card number), over the Internet using SSL v3, to a media licensing center 
enable purchasing of media content (Col. 13, lines 16-27 & Col. 16, lines 53-65), which meets 
the limitation of receiving from a device via an insecure communications channel at least one 
shared secret in encoded form that functions as an identifier of the device, the shared secret 
identifies a user, the shared secret is a credit card number. The user presents the content manager 
with a purchase voucher and if verified, the content manager sends the content key and encrypted 
content to the client (Col. 19, lines 15-38), which meets the limitation of transmitting encrypted 
content via the insecure communications channel from a content server to the device, receiving a 
confirmation authorizing release of a decryption key, and sending the decryption key for 
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decryption of the encrypted content, send the decryption key for decrypting the transmitted 
encrypted file for which the payment confirmation has been received, the confirmation is sent 
upon payment by a user of the device for the downloaded content. Wiser does not specify that 
the media licensing center/merchant server transmits the credit card information to the payment 
processor over a secure channel. However, it would have been obvious to one of ordinary skill in 
the art at the time the invention was made for the elements of Figure IB of Wiser to be 
connected using communications channels secured with physical protection measures in order to 
provide a means for communication sensitive information without having to utilize encryption 
techniques as taught by Parenty ([0033]). Figure 1 B shows a content server, a point of sale 
terminal, and a payment server. Figure 1 A shows one or more remote devices. Wiser does not 
disclose that the content key is sent to the user after the encrypted content has been downloaded 
and in response to an acceptance of terms. Katayama discloses that the content key is sent to the 
user after the encrypted content has been downloaded and in response to a purchase order for the 
content key ([0064] & [0078]), which meets the limitation of after receiving the confirmation of 
successful encrypted content download from the content server, prompting the user to accept 
terms of download and decryption of the encrypted content, after receipt of an indicia of such 
acceptance, sending an authorization to the content server to release a decryption key for 
decrypting the downloaded encrypted content. It would have been obvious to one of ordinary 
skill in the art at the time the invention was made for the encrypted content of Wiser to include a 
trial portion as discussed in Katayama such that a purchase order is required by the user to access 
the high quality version of the content, in order to provide users a chance to sample the audio 
content before deciding whether to purchase the audio content while providing content providers 
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a means to prevent illegal use and illegal copying of high sound quality audio contents as taught 
by Katayama ([0009] & [0089]). 

Conclusion 

12. Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 

1 3 . Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to BENJAMIN E. LANIER whose telephone number is (571)272- 
3805. The examiner can normally be reached on M-Th 6:00am-4:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Benjamin E Lanier/ 

Primary Examiner, Art Unit 2132 



